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Ââåäåíèå

Îäíîé èç çàäà÷ êðèïòîàíàëèçà ÿâëÿåòñÿ òåñòèðîâàíèå ãåíåðàòîðîâ ñëó÷àéíûõ ÷è-
ñåë. Âî ìíîãèõ ïðîòîêîëàõ è øèôðàõ ñëó÷àéíûå ñëîâà è ÷èñëà èñïîëüçóþòñÿ êàê
ñåêðåòíûå êëþ÷è.
Áîëåå òîãî, ñ ðàçâèòèåì êðèïòîãðàôèè âûÿñíèëîñü, ÷òî ìíîãèå ôóíäàìåíòàëüíûå
ïðîáëåìû ýòîé íàóêè òåñíî ñâÿçàíû ñ ãåíåðèðîâàíèåì è òåñòèðîâàíèåì ñëó÷àé-
íûõ ÷èñåë. Ãåíåðàòîðû ñëó÷àéíûõ ÷èñåë òàêæå íàõîäÿò øèðîêîå ïðèìåíåíèå â
âû÷èñëèòåëüíûõ ìåòîäàõ è ïðè èìèòàöèîííîì ìîäåëèðîâàíèè.

Ýòà çàäà÷à ïðèâëåêàåò âíèìàíèå ìíîãèõ èññëåäîâàòåëåé â ñèëó å¼ òåîðåòè÷å-
ñêîé è ïðàêòè÷åñêîé âàæíîñòè. Òàê, Íàöèîíàëüíûé èíñòèòóò ñòàíäàðòîâ ÑØÀ
(NIST) ðàçðàáîòàë ïàêåò ñòàòèñòè÷åñêèõ òåñòîâ äëÿ ïðîâåðêè áèíàðíûõ ïîñëåäî-
âàòåëüíîñòåé, ñîçäàííûõ ëèáî àïïàðàòíûìè, ëèáî ïðîãðàììíûìè ãåíåðàòîðàìè
ñëó÷àéíûõ ÷èñåë.

Êðîìå ýòèõ òåñòîâ, ñóùåñòâóþò è äðóãèå. Îäíèì èç íèõ ÿâëÿåòñÿ ñòàòèñòè÷åñêèé
òåñò �Ñòîïêà êíèã�, êîòîðûé áûë ïðåäëîæåí Ðÿáêî Á. ß.
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Ââåäåíèå (ïðîäîëæåíèå)

Îäíî èç òðåáîâàíèé, ïðåäúÿâëÿåìîå ê ñîâðåìåííûì ãåíåðàòîðàì: ãåíåðèðóåìàÿ
ñëó÷àéíàÿ ïîñëåäîâàòåëüíîñòü äîëæíà áûòü ñòàòèñòè÷åñêè íåîòëè÷èìà îò àáñî-
ëþòíî ñëó÷àéíîé.

Ìåòîäû, èñïîëüçóåìûå äëÿ ïðîâåðêè ýòîãî óñëîâèÿ, ðàññìàòðèâàþòñÿ â ðàìêàõ
ìàòåìàòè÷åñêîé ñòàòèñòèêè. Òàêèì îáðàçîì, íåîáõîäèìî ïðîâåðèòü ãèïîòåçó H0

î òîì, ÷òî èñòî÷íèê ïîðîæäàåò ñèìâîëû àëôàâèòà ðàâíîâåðîÿòíî è íåçàâèñèìî,
ïðîòèâ àëüòåðíàòèâíîé ãèïîòåçû H1, ÿâëÿþùåéñÿ îòðèöàíèåì H0.
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Ïðèìåíåíèå ñóïåðêîìïüþòåðîâ

Ðàññìàòðèâàåìàÿ çàäà÷à èìååò âûñîêóþ òðóäî¼ìêîñòü âû÷èñëåíèé, òàê êàê êàæ-
äûì òåñòîì íóæíî ïðîâåðèòü íåñêîëüêî ïîñëåäîâàòåëüíîñòåé, êîòîðûå ìîãóò
áûòü î÷åíü áîëüøèìè.

Êàæäàÿ èç ïîñëåäîâàòåëüíîñòåé ìîæåò áûòü ïðîàíàëèçèðîâàíà íà îòäåëüíîì âû-
÷èñëèòåëå, ïîýòîìó äëÿ ðåøåíèÿ ýòîé çàäà÷è õîðîøî ïîäõîäèò ñóïåðêîìïüþòåð.
Êðîìå òîãî, ðàñïàðàëëåëèòü ìîæíî âûïîëíåíèå ñàìèõ òåñòîâ.
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Ñòîïêà êíèã

Îñíîâíàÿ èäåÿ ìåòîäà â óïîðÿäî÷èâàíèè ýëåìåíòîâ êàê â ñòîïêå êíèã.
Êíèãà âûíèìàåòñÿ èç ñòîïêè è êëàä¼òñÿ íàâåðõ. Å¼ íîìåð ñòàíîâèòüñÿ ïåðâûì;
êíèãè, êîòîðûå äî ýòîãî áûëè íàä íåé ñäâèãàþòñÿ âíèç, à îñòàëüíûå îñòàþòñÿ
íà ìåñòå. Äàäèì êðàòêîå îïèñàíèå ýòîãî òåñòà.

Ïóñòü íåêîòîðûé èñòî÷íèê ïîðîæäàåò áóêâû èç àëôàâèòà A = {a1, a2, . . . , as},
S > 1, è òðåáóåòñÿ ïî âûáîðêå x1, x2, ..., xn ïðîâåðèòü ãèïîòåçó

H0 : p(a1) = p(a2) = ... = p(as) = 1/S (1)

ïðîòèâ àëüòåðíàòèâíîé ãèïîòåçû H1, ÿâëÿþùåéñÿ îòðèöàíèåì H0.

Ïðè òåñòèðîâàíèè ïî ïðåäëàãàåìîìó ìåòîäó áóêâû àëôàâèòà À óïîðÿäî÷åíû (è
çàíóìåðîâàíû â ñîîòâåòñòâèè ñ ýòèì ïîðÿäêîì îò 1 äî S), ïðè÷¼ì ýòîò ïîðÿ-
äîê ìåíÿåòñÿ ïîñëå àíàëèçà êàæäîãî âûáîðî÷íîãî çíà÷åíèÿ êàê â ñòîïêå êíèã.
Îáîçíà÷èì ÷åðåç vt(a) íîìåð áóêâû a ∈ A.
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Ñòîïêà êíèã (ïðîäîëæåíèå)

Ïðè ïðèìåíåíèè îïèñûâàåìîãî òåñòà ìíîæåñòâî âñåõ íîìåðîâ {1, ..., S} çàðàíåå, äî
àíàëèçà âûáîðêè, ðàçáèâàåòñÿ íà r > 1 íåïåðåñåêàþùèõñÿ ÷àñòåé A1 = {1,2, ..., k1},
A2 = {k1 + 1, ..., k2}, ..., Ar = {kr−1 + 1, ..., kr}.

Çàòåì ïî âûáîðêå x1, x2, ..., xn ïîäñ÷èòûâàåòñÿ êîëè÷åñòâî íîìåðîâ vt(xt), ïðèíàä-
ëåæàùèõ ïîäìíîæåñòâó Aj, êîòîðîå ìû îáîçíà÷èì ÷åðåç nj, j = 1, r.

Ïðè âûïîëíåíèè ãèïîòåçû H0 âåðîÿòíîñòü òîãî, ÷òî íîìåð ïðèíàäëåæèò ìíîæå-
ñòâó Aj, ïðîïîðöèîíàëüíà êîëè÷åñòâó ýëåìåíòîâ â ýòîì ïîäìíîæåñòâå, ò.å. ðàâíà
|Aj|/S. Çàòåì ïî êðèòåðèþ χ2 ïðîâåðÿåòñÿ ãèïîòåçà

H∗0 : P{vt(xt) ∈ Aj} = |Aj|/S (2)

ïðîòèâ àëüòåðíàòèâíîé ãèïîòåçû H∗1 = ¬H∗0. Î÷åâèäíî, ïðè âûïîëíåíèè èñõîäíîé
ãèïîòåçû H0 âûïîëíÿåòñÿ H∗0, è íàîáîðîò, ïðè âûïîëíåíèè ãèïîòåçû H∗1 âûïîëíÿ-
åòñÿ H1.
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Òåñòû NIST

Â ñîñòàâ ïàêåòà NIST âõîäÿò 15 ñòàòèñòè÷åñêèõ òåñòîâ. Ïåðå÷èñëèì èõ:
1) Frequency (Monobit) 9) Maurer's �Universal Statistical�
2) Frequency within a Block 10) Linear Complexity
3) Runs 11) Serial
4) For the Longest Run of Ones in a Block 12) Approximate Entropy
5) Binary Matrix Rank 13) Cumulative Sums (Cusum)
6) Discrete Fourier Transform (Spectral) 14) Random Excursions
7) Non-overlapping Template Matching 15) Random Excursions Variant
8) Overlapping Template Matching

Ýòè òåñòû îñíîâàíû íà ðàçëè÷íûõ îñîáåííîñòÿõ, ïðèñóùèõ òîëüêî íåñëó÷àéíûì
ïîñëåäîâàòåëüíîñòÿì. Âî âñåõ òåñòàõ, åñëè âû÷èñëåííîå â õîäå òåñòà çíà÷åíèå
P-value < 0,01, òî äàííàÿ äâîè÷íàÿ ïîñëåäîâàòåëüíîñòü íå ÿâëÿåòñÿ èñòèííî
ñëó÷àéíîé. Â ïðîòèâíîì ñëó÷àå, ïîñëåäîâàòåëüíîñòü íîñèò ñëó÷àéíûé õàðàêòåð.
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Ãåíåðàòîðû

Â ýòîì èññëåäîâàíèè ïðîòåñòèðîâàíû 18 ëèíåéíûõ êîíãðóýíòíûõ ãåíåðàòîðîâ,
RC4 è ôóíêöèÿ rand() â êîìïèëÿòîðå Ñ++ gcc 4.3.2 Linux.

Ëèíåéíûå êîíãðóýíòíûå ãåíåðàòîðû âû÷èñëÿþòñÿ ïî ôîðìóëå

Xn+1 = (aXn + c) mod m, (3)

ãäå a, c, m, X0 - ïàðàìåòðû ìåòîäà.
Áóäåì îáîçíà÷àòü ýòè ãåíåðàòîðû LCG(m, a, c). Ïàðàìåòð X0 = 1 äëÿ âñåõ ãåíå-
ðàòîðîâ. Ïðèâåä¼ì ñïèñîê ëèíåéíûõ ãåíåðàòîðîâ, êîòîðûå ïðîòåñòèðîâàíû:

1) LCG(224, 16598013, 12820163), ýòîò ãåíåðàòîð èñïîëüçóåòñÿ â
Microsoft VisualBasic 6.0.

2) LCG(231, 65539, 0), RANDU äîëãîå âðåìÿ èñïîëüçîâàëñÿ âî ìíîãèõ
êîìïüþòåðàõ â 1960-x - 1970-x ãîäàõ.

3) LCG(232, 1099087573, 0), ýòîò ãåíåðàòîð ïðåäëîæèë Fishman.
4) LCG(232, 69069, 1), ýòîò ãåíåðàòîð ïðåäëîæèë Marsaglia.
5) LCG(232, 69069, 5) èñïîëüçîâàëñÿ â êîìïèëÿòîðàõ GNU.
6) LCG(232, 1664525, 1013904223) ïðåäëîæåí â Numerical Recipes.
7) LCG(232, 22695477, 1) èñïîëüçóåòñÿ â Borland C/C++.
8) LCG(232, 1103515245, 12345) èñïîëüçóåòñÿ â Digital Mars.
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Ãåíåðàòîðû (ïðîäîëæåíèå)

9) LCG(232, 134775813, 1) èñïîëüçóåòñÿ â Borland Delphi.
10) LCG(232, 214013, 2531011) èñïîëüçóåòñÿ â Microsoft Visual/Quick C/C++.
11) LCG(246, 513, 0) èñïîëüçîâàëñÿ äëÿ àýðîäèíàìè÷åñêîãî ìîäåëèðîâàíèÿ â

ÍÀÑÀ â èññëåäîâàòåëüñêîì öåíòðå Ames.
12) LCG(248, 25214903917, 11) ýòî ãåíåðàòîð drand48 èç ñòàíäàðòíîé

áèáëèîòåêè Unix.
13) LCG(248, 519, 0) ýòî òðàäèöèîííûé ãåíåðàòîð, èñïîëüçóþùèéñÿ â

Íàöèîíàëüíîé ëàáîðàòîðèè ÑØÀ Los Alamos.
14) LCG(248, 33952834046453, 0) ýòî îäèí èç ãåíåðàòîðîâ, êîòîðûé

ïðåäëîæèë Fishman.
15) LCG(248, 44485709377909, 0) èñïîëüçîâàëñÿ â ñèñòåìå CRAY.
16) LCG(259, 1313, 0) áàçîâûé ãåíåðàòîð â ìàòåìàòè÷åñêîé áèáëèîòåêå NAG,

òàêæå îí ïðèñóòñòâóåò â âåêòîðíîé ñòàòèñòè÷åñêîé áèáëèîòåêå(VSL),
êîòîðàÿ íàõîäèòñÿ â áèáëèîòåêå ìàòåìàòè÷åñêîãî ÿäðà Intel.

17), 18) LCG(263, 519, 1), LCG(263, 9219741426499971445, 1) ðåêîìåíäîâàíî
èñïîëüçîâàòü íà áóäóùåå â Íàöèîíàëüíîé ëàáîðàòîðèè ÑØÀ Los Alamos.
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Îïèñàíèå ýêñïåðèìåíòîâ

Êàæäûé ãåíåðàòîð âûäàâàë 100 ïîñëåäîâàòåëüíîñòåé îäèíàêîâîé äëèíû. Â ñðåä-
íåì 1 ïîñëåäîâàòåëüíîñòü èç 100 ìîæåò áûòü çàáðàêîâàíà ïðè óðîâíå çíà÷èìîñòè
α = 0.01.
Äîâåðèòåëüíûé èíòåðâàë, âû÷èñëåííûé ñ ïîìîùüþ êðèòåðèÿ χ2, ðàâåí [0;4].
Åñëè êîëè÷åñòâî çàáðàêîâàííûõ ïîñëåäîâàòåëüíîñòåé íå ïîïàäàåò â ýòîò èíòåð-
âàë, òî ýòî ãîâîðèò î òîì, ÷òî ãåíåðàòîð âûäà¼ò ïîñëåäîâàòåëüíîñòè, ïðè äàííîé
äëèíå âûáîðêè, ñòàòèñòè÷åñêè îòëè÷èìûå îò ñëó÷àéíûõ. Â ýòîì ñëó÷àå áóäåì ãî-
âîðèòü, ÷òî ãåíåðàòîð íå ïðîø¼ë èñïûòàíèÿ, òî åñòü çàáðàêîâàí.

Òåñòèðîâàíèÿ ïðîâîäèëèñü äëÿ ïîñëåäîâàòåëüíîñòåé, âûäàâàåìûõ ãåíåðàòîðàìè,
îò 28 äî 223 áèò. Äëÿ íåêîòîðûõ ãåíåðàòîðîâ òåñòèðîâàíèå áûëî ïðîâåäåíî ïðè
áîëüøèõ äëèíàõ ïîñëåäîâàòåëüíîñòè è òîëüêî íåêîòîðûìè òåñòàìè.

Òåñòîì "Ñòîïêà êíèã" ïîñëåäîâàòåëüíîñòü xn ∈ {0,1} ðàçáèâàëàñü íà áëîêè äëè-
íû l è ïðè òåñòèðîâàíèè ðàññìàòðèâàëàñü êàê âûáîðêà èç àëôàâèòà ðàçìåðà
S = 2l. Ìíîæåñòâî âñåõ ïîçèöèé â �Ñòîïêå êíèã� ðàçáèâàëîñü íà äâà ïîäìíî-
æåñòâà A1 = {a1, a2, ..., ak}, A2 = {ak+1, ..., aS}. Âòîðîå ïîäìíîæåñòâî íå õðàíèëîñü
â ïàìÿòè êîìïüþòåðà.

Ïðè èññëåäîâàíèè òåñòàìè NIST, âûáèðàëèñü ðåêîìåíäóåìûå ïàðàìåòðû.
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Òåñòèðîâàíèå ãåíåðàòîðîâ
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LCG(224, 16598013, 12820163) 216 221 223

LCG(231, 65539, 0) 213 222 220

LCG(232, 1099087573, 0) 220 223 223

LCG(232, 69069, 1) 220

LCG(232, 69069, 5) 220

LCG(232, 1664525, 1013904223) 223 223

LCG(232, 22695477, 1) 220

LCG(232, 1103515245, 12345) 223

LCG(232, 134775813, 1) 220

LCG(232, 214013, 2531011) 219

LCG(246, 513, 0)
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Òåñòèðîâàíèå ãåíåðàòîðîâ (ïðîäîëæåíèå)
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LCG(248, 25214903917, 11)

LCG(248, 519, 0)

LCG(248, 33952834046453, 0)

LCG(248, 44485709377909, 0)

LCG(259, 1313, 0)

LCG(263, 519, 1)

LCG(263, 9219741426499971445, 1)

RC4 232

rand (C + + gcc 4.3.2)
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Âûâîä

Ïðîâåä¼ííûå èññëåäîâàíèÿ ïîçâîëÿþò äàòü ñëåäóþùèå âûâîäû è ðåêîìåíäàöèè
ïî ïðèìåíåíèþ ðàññìîòðåííûõ òåñòîâ è ãåíåðàòîðîâ.

1) Òåñò "Ñòîïêà êíèã" ìîæåò ýôôåêòèâíåå íàõîäèòü îòêëîíåíèÿ îò ñëó÷àéíîñòè,
÷åì äðóãèå òåñòû, òàê êàê îí íàø¼ë îòêëîíåíèÿ íà áîëüøåì êîëè÷åñòâå ãåíåðà-
òîðîâ. Âî ìíîãèõ ñëó÷àÿõ ýòî ñäåëàíî ïðè ìåíüøåé äëèíå ïîñëåäîâàòåëüíîñòè. À
â íåêîòîðûõ ñëó÷àÿõ îòêëîíåíèÿ îáíàðóæèâàåò òîëüêî "Ñòîïêà êíèã".

2) Ëèíåéíûå ãåíåðàòîðû ñ ïàðàìåòðîì m ≤ 232 íå ðåêîìåíäóåòñÿ èñïîëüçîâàòü â
ñîâðåìåííûõ ïðèëîæåíèÿõ. RC4 ðåêîìåíäóåòñÿ èñïîëüçîâàòü äëÿ ñîçäàíèÿ ïîñëå-
äîâàòåëüíîñòåé äëèíîé äî 232 áèò. Îñòàëüíûå ãåíåðàòîðû ìîæíî èñïîëüçîâàòü,
òàê êàê äî 223 íå áûëî íàéäåíî îòêëîíåíèé âûøå ïåðå÷èñëåííûìè òåñòàìè.

Ðåêîìåíäóåìûå ïàðàìåòðû äëÿ �Còîïêè êíèã�: l - äëèíó áëîêà ðåêîìåíäóåòñÿ
âûáèðàòü èç ðÿäà 8, 16, 20, 24, 32, 40 è òàê äàëåå; ðàçìåð îäíîãî èëè íåñêîëüêèõ

ïîäìíîæåñòâ |Ai| = b ∗
√

2l, ãäå b ÷èñëî èç ðÿäà 2, 4, 5, 8, 10, 16, 20, 32, 40, 64,
80, 128, 160 è òàê äàëåå.
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